Opportunistic Locking

Understanding the problem

File-sharing databases work on the following simple principle:

When a program changes data in a file, the data will be changed.
For example, here is a (simplified) sequence from Cardbox's file sharing strategy. Alice and Bob are two separate users who are accessing the same database, and they both decide to update it at about the same time. To control this process, Cardbox defines two flags in the .LOK file: we will call them Using and Waiting.

· Alice checks Using. It is not set, so she sets Using and starts her update. 

· Bob checks Using. It is set, so he cannot update. He sets Waiting to say that he is waiting for the database. 

· From time to time, Alice checks Waiting. If it is set (or if she has finished updating the database), she writes out all her changes, and clears the Using flag. 

· From time to time, Bob checks Using. Once he finds that it has been cleared, he sets Using himself, clears Waiting, and starts to update the database. 

This protocol is simple and robust, but it does depend on the flags in the .LOK file being set. Here is some of the damage that an irresponsibly optimised network operating system can do:

Write caches / delayed writes

The operating system on the client may decide to do nothing when a file is written, and not pass the changed data to the server (where other applications will be able to see the changes). The operating system will get round to writing the data eventually, when more data have been written, or after a certain amount of time has elapsed.

This means that when Alice or Bob sets or clears a flag, the change does not get to the server, and so Bob or Alice will not be able to see the change. Thus, in the example above, Bob will not see that Alice has set Using, will happily set it himself, and then both Alice and Bob will update the database without realising that someone else is doing the same thing at the same time - causing severe corruption.

Record locking

Placing a record lock on a part of a file prevents anyone else from accessing that region until the lock is removed. Cardbox uses this to coordinate access to the .LOK file which controls all access to a database. Various operating system "enhancements" result in a program (such as Cardbox) being told that a record lock has been acquired before it actually is - leading to some obscure timing problems.

File opening and closing

An additional optimisation can give random problems especially when starting and stopping programs. Sometimes, when a program closes a file, the operating system will not close it. The theory is that the program may try to open the file again soon; but often the result can be complex and unpredicable timing-dependent errors.

Curing the problem: NT Server settings

We quote from Lotus Development:

Versions

If you are using a Microsoft Windows NT file server, verify your service pack levels. There are some issues with NT that have been resolved if you run NT with the following service packs: 

· NT 3.50 with Service Pack 2 

· NT 3.51 with Service Pack 5 or above 

· NT 4.0 with Service Pack 2 or above 

Non-NT clients

Opportunistic file locking must be disabled. This can be done at the client level for Windows NT clients, but not for Windows for Workgroups, DOS, or Windows 95 clients. If you have any of these clients, you will have to use settings on the server to disable Opportunistic file locking. To do this, you must have administrator access to the NT file server. Perform the following steps:

1. Run REGEDT32.EXE (this file comes with Windows NT). 

2. Go into the HKEY_LOCAL_MACHINE hive. 

3. Open the \System\CurrentControlSet\Services\LanManServer\Parameters key. 

4. Add the following value: EnableOpLocks: REG_DWORD: 0. To do this: 

1. Go to the menu and choose Edit/Add Value. 

2. Type in "EnableOpLocks" as the name and select "REG_DWORD" as the data type. Click OK. 

3. Type 0 (zero) in the "DWORD editor" dialog box that appears. 

The following information is from the Microsoft Windows NT Resource Kit: 

PRIVATE
EnableOplocks
REG_DWORD
Range: 0 or 1 
Default: 1 (true) 
Change to: 0 

This setting specifies whether the server allows clients to use oplocks on files. Oplocks are a significant performance enhancement, but have the potential to cause lost cached data on some networks, particularly wide area networks." (Note: If you have Windows for Workgroups workstations accessing databases on Windows NT servers, you must update the Windows for Workgroups network stack using the files in the \CLIENTS\UPDATE.WFW directory on the NT server CD-ROM. If this is not done, the Windows for Workgroups users will experience problems such as GPFs and workstation hangs once Opportunistic Locking is disabled at the NT server.) 

Curing the problem: Client settings (95 and NT)

You need to make changes to the Windows Registry for each client. You can do this manually or automatically.

Making changes automatically

The simplest way to cure the problem is to use Lotus Development's CCREG6 program. You must run this on every workstation in turn.

You can find ccReg6 in the following location:

http://www2.support.lotus.com/ftp/pub/comm/ccmail/misc_utils/ccreg.zip
1. Download CCREG.ZIP. 

2. On the computer that CCREG6 will execute on, ensure that a TEMP directory exists and a SET TEMP= variable is declared. For example, at a DOS prompt, type: 

SET TEMP=C:\TEMP 
3. Create a directory, such as \CCREGMOD. 

4. Copy CCREG.ZIP into that directory. 

5. Unzip CCREG.ZIP. 

C:\CCREGMOD> pkunzip ccreg.zip 
6. Execute CCREG6.EXE. 

C:\CCREGMOD> ccreg6 
If changes are required, CCREG6 echoes registry changes made to the DOS screen. When you execute CCREG6 and no changes are necessary, CCREG6 exits without any further information.

Making changes manually

If, for some reason, you do not want to use CCREG6, you will have to make the following registry changes to every workstation in turn. We quote from Lotus' technical note - see the end of this document for its Web address.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters

· UseOpportunisticLocking - According to the Windows NT Resource Kit from Microsoft Press, this setting "indicates whether the redirector should use opportunistic-locking (oplock) performance enhancement." Default: 1 (true) Change it to: 0 (false). 

· UtilizeNtCaching - According to the Windows NT Resource Kit from Microsoft Press, this setting "indicates whether the redirector uses the cache manager to cache the contents of files. Disable this parameter only to guarantee that all data is flushed to the server immediately after it is written by the application." Default: 1 (true) Change it to: 0 (false). 

· UseLockReadUnlock- Type: REG_DWORD - Set to: 0x0 

For machines running Novell Client 32:
HKEY_LOCAL_MACHINE\Network\Novell\System Config\Netware Dos Requester\

Cache Writes - Default: Yes Change it to: No
Opportunistic Locking - Default: Yes Change it to: No
For machines not running Novell Client 32:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\control\FileSystem\

DriveWriteBehind - Default: FF FF FF FF Change it to: 00 00 00 00
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Introduction

=================



ccRegMod and ccReg6 are registry modification tools for Windows 32-bit 

environments.  They are designed to ensure correct registry settings for 

safe database operations in a network environment.  Beginning with 

cc:Mail Release 8 Advanced System Pack, ccRegmod is invoked each time a 

cc:Mail application runs on a Win32 platform. 



For details on what changes are included in this update, see the enclosed

file UPDATE.TXT.



For details on what will be changed in the Win32 registry as well as an 

explanation of why these changes are necessary, see Lotus Technical 

Document #144293, "Using CCREGMOD: Recommendations for cc:Mail in 

Specific Environments." You can find this document on the following 

Lotus sites:



Lotus Support FTP server

(ftp.support.lotus.com)       /pub/comm/ccmail/technotes/AllProd



Lotus on the Web

(www.support.lotus.com)       Search the cc:Mail KnowledgeBase



Lotus cc:Mail BBS

(1-650-691-0401)              File Area 21 - Technotes



CompuServe 

(GO LotusM)                   Technote Library



Lotus Re:Quest (faxback)

(1-800-346-3508)              Request document #144293



NOTE  Lotus Technote #144293 replaces REGMOD2.LWP, REGMOD2.TXT,

CCREGMOD2.LWP and CCREGMOD2.TXT.





ccRegMod vs. ccReg6

===================



ccRegMod and ccReg6 work in the same way, except for the following

differences:



. ccRegMod runs automatically, while ccReg6 must be run manually.

. ccRegMod works "behind the scenes," while ccReg6 displays what it

  changes.



The file CCREGMOD.EXE is installed with all cc:Mail applications on the 

Release 8.x Advanced Server Pack CD-ROM. All cc:Mail applications on the 

Release 8.x CD-ROM run ccRegMod automatically.



If you run any release of cc:Mail applications earlier than those on the 

Release 8.x CD-ROM, you must run ccReg6 manually on all Windows 95 and 

Window NT workstations (including those of Mobile users). 



ccReg6 displays the changes it makes to the Win32 registry and saves the 

information in a log file called ccReg6.log, located in the same directory 

as ccReg6.





Updating Currently Installed Versions of ccRegMod or ccReg6

===========================================================



1.  Users and administrators with locally installed cc:Mail applications

    --------------------------------------------------------------------

    On all workstations, replace all previous versions of CCREGMOD.EXE or 

    CCREG6.EXE with the current version.    



2.  Administrators

    --------------

    On all file servers, replace all previous versions of CCREGMOD.EXE 

    with the current version.

	

3.  Environments where the NT workstation User ID does not have rights to 

    edit the NT Registry

    ---------------------------------------------------------------------   

    Log in to each such NT workstation with the Admin ID and run the 

    current version of CCREG6.EXE or CCREGMOD.EXE manually. You only need 

    to do this once for each workstation.  





Installing and Running ccReg6

=============================



If you use cc:Mail applications from the Release 8.x CD-ROM, you do not 

need to run ccReg6 on any of your workstations.



To install and run ccReg6

-------------------------

1.  On the computer where you will run ccReg6, make sure there is a TEMP 

    directory and that a SET TEMP= variable is declared and visible in a

    DOS window, for example:



    SET TEMP=C:\TEMP



2. Create a directory, for example:



   \CCREG6



3. Copy CCREG6.EXE into that directory.



4. Open a DOS window.



5. Run CCREG6.EXE from the DOS window.





cc:Mail Support Services

========================

To contact Support Services, use the following methods:

.  Access the Bulletin Board Service at (650) 691-0401.

.  Request a document from the ReQuest Fax number by 

   calling 800-346-3508.

.  Go to http://www.lotus.com on the World Wide Web.

.  Access the FTP site at ftp.support.lotus.com. Enter the 

   user name "anonymous" and use your own Internet address

   as the password.

.  Call Support Services at (650) 966-4900.
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Introduction
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ccRegMod and ccReg6 are registry modification tools for Windows 32-bit 

environments. They are designed to ensure correct registry settings for 

safe database operations in a network environment.  



For details on installing and running ccRegMod/ccReg6, see the enclosed 

file, README.TXT.



For details on what will be changed in the Win32 registry as well as an 

explanation of why these changes are necessary, see Lotus Technical 

Document #144293, "Using CCREGMOD: Recommendations for cc:Mail in 

Specific Environments." You can find this document on the following 

Lotus sites:



Lotus Support FTP server

(ftp.support.lotus.com)       /pub/comm/ccmail/technotes/AllProd



Lotus on the Web

(www.support.lotus.com)       Search the cc:Mail KnowledgeBase



Lotus cc:Mail BBS

(1-650-691-0401)              File Area 21 - Technotes



CompuServe 

(GO LotusM)                   Technote Library



Lotus Re:Quest (faxback)

(1-800-346-3508)              Request document #144293



NOTE  Lotus Technote #144293 replaces REGMOD2.LWP, REGMOD2.TXT,

CCREGMOD2.LWP and CCREGMOD2.TXT.





Notes on Version Dated 11/4/97 

===============================



Corrected Problem:   SPR# GHUP3N2UTQ

------------------------------------

Spurious recurring NAP1 errors appear in the CCNFT.LG file, even though 

registry settings on the workstation are already correct. This occurs when 

the NT User ID does not have rights to edit the registry (even though 

editing is not needed).



Solution:  The registry is now opened in read-only mode, so these false 

errors are no longer reported.



Actions Required:  If your environment includes NT Workstations on which 

the User ID does not have rights to edit the registry, you must log in to 

each such NT workstation with the Admin ID and run the current version of 

CCREG6.EXE or CCREGMOD.EXE manually. You only need to do this once for each 

workstation. Applications running on any such workstation will continue to 

report a NAP1 error in the CCNFT.LG until this is done.     



Corrected Problem:  SPR# DBAK3MXP4B

-----------------------------------

On Windows 95 systems, CCREGMOD conflicts with Novell Policy Template, 

changing registry settings from OFF to NO.



Solution:  OFF and NO have the same effect, so ccRegMod no longer tries to 

change an OFF registry setting to NO.



Corrected Problem:  SPR# GHUP3NHPSE

-----------------------------------

The default NT registry setting UseLockReadUnlock 0x1 (ON) causes a special 

type of SMB (Server Message Block) to be generated by the redirector. This 

SMB can cause the server or workstation to incorrectly cancel the session 

for applications that use a network path (UNC or network drive letter) to 

access a share on the same machine where the application is running. This 

is commonly the case with NTRouter and other administrative applications 

running on the NT server.  



Symptoms:  cc:Mail application errors (for example, from NT Router 

sessions) can include:



  -  File access denied

  -  Database file cannot be accessed

  -  Database file cannot be found

  -  Database file cannot be positioned

  -  Database file cannot be locked

  -  Occasional GPF from some versions of NTRouter and Link to SMTP.



Operating system symptoms can include the Microsoft NT error #240 

(Session was canceled) and #59 (An unexpected network error occurred), 

as well as other types of file I/O and file access errors.  



Solution:  Based on Microsoft recommendation, the following NT registry 

value is added:



HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanWorkstation\

Parameters  

Value:  UseLockReadUnlock

Type:   REG_DWORD

Set to: 0x0
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.  Request a document from the ReQuest Fax number by 
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